
Network Overview

The most general view of Catavolt consists of cli-
ents, the public cloud and the private enterprise; 
1, 2 and 3, respectively from Figure 1. Information 
flows through a network of clients, the public 
cloud and the private enterprise- but a fundamen-
tal tenet of Catavolt’s security is that private en-
terprise data is never at rest outside of the private 
enterprise. This paper discusses how the network 
is used to deliver rich, native user interfaces 
across a variety of devices while maintaining a 
secure adherence to the fundamental tenet.

SSL/TLS Security 

One of the most widely used technologies for 
secure communications is the Secure Sockets 
Layer (SSL) and the follow-on Internet standard 
known as Transport Layer Security (TLS).  All 
communications between the parties in Figure 
1 are performed through SSL/TLS. SSL provides 
two crucial components of the end-to-end secu-
rity deployed with Catavolt: confidentiality and 
message integrity.  

Confidentiality is provided by the SSL handshake 
protocol to establish a shared secret used to en-
crypt content during the SSL session. Strong en-
cryption codes ensure that content is unreadable 
by anyone other than the sender and receiver. The 
handshake protocol also defines a shared secret 
used to build authentication codes.  Authentica-
tion codes are used to ensure that content is both 
authentic and unchanged.

Catavolt Firewall 

Catavolt’s service runs on a network of multi-
ple and redundant machines to ensure a highly 
available and scalable service. To ensure that this 
service is protected from malicious outsiders, 
the network is hidden behind a firewall that only 
allows access by the SSL/TLS service mentioned 
in the previous section.  Furthermore, Catavolt 
runs on a well known domain (www.catavolt.
net) identified by an RSA certificate signed by a 
trusted authority. The Catavolt certificate is used 
by all client devices to ensure that they are com-
municating with the true Catavolt service and not 
an imposter.
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Private Enterprise Firewall

The private enterprise is protected by its own 
firewall.  Hidden behind the enterprise firewall is 
a Catavolt API Gateway that acts as a gateway 
and proxy for the application's requests. The 
service contacts the gateway server from a well 
known range of IP addresses.  The enterprise 
firewall prevents unauthorized contact by only 
routing requests that originate from the well 
known addresses to the gateway server. More-
over, the service is configured with the IP address 
of the gateway server and will only communicate with 

authorized gateways. Finally, the gateway serv-
er is identified by an RSA certificate signed by 
Catavolt to ensure confidentiality and integrity of 
communications.

Processing Overview

Client requests are routed through the appli-
cation's network by a chain of processes (see 
Figure 2). This section gives an overview of the 
processing and the kinds of data used to service 
client requests. 

Application Data and Metadata

Catavolt Extender operates over a distributed set 
of databases (see Figure 3-next page), but in ac-
cordance with the fundamental tenet of Extender 
security, private enterprise data is never replicat-
ed or stored outside of the private enterprise. 

The database that exists in the cloud [6] defines 
user interface structures and conceptual schema 
views. Secured behind the enterprise firewall is 
a gateway database [4] that defines connection 
descriptors and a schema catalog. The Catavolt 
administrator populates these databases [6, 4] 
with metadata that define end user applications. 
Databases concerns are separated and layered 
such that sensitive data remains at the 
enterprise behind the enterprise firewall [4, 8].
The administrator is able to define applications 

using a wide range of metaphors such as work-
benches, launchers, lists, maps, graphs, images, 
forms, menus, and toolbars.  Rendering a user 
interface from the metaphors involves processing 
the multiple databases [4, 6, 8] with a patent-
ed technology that maps client requests over 
conceptual and physical data in real time. The 
mappings are delivered in device-independent 
formats from data source to target device with-
out caching. Ultimately, smart user interface pro-
grams consume the mappings to render native 
applications tailored to the target device.
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User Authentication and Session 
Management

The external client is a program running on a target 
device like a phone, tablet, or personal computer. The 
authentication process begins with a login prompt at 
the client program.  

If using multi-factor authentication, the user retrieves 
the current one-time-password (OTP) from a genera-
tor device like Google Authenticator or a Key Fob [1].  
The OTP is generated from a secret code [5] installed 
on the device by the security administrator. The user 
then enters his user ID, password, and OTP (if applica-
ble) and presses submit. The client program packages 
the login parameters into a login request and sends it 
to Catavolt [2] over a secure SSL connection.

When setting up a user in Catavolt, the administrator 
can choose to have user credentials authenticated 
by Catavolt or by the Enterprise.  If the admin choos-
es Catavolt authentication, a cryptographic hash of 
the password is stored in the cloud.  A cryptographic 
hash cannot be used to reconstitute the password, it 
can only be used to verify a password that has been 
encrypted using the same key. This is a secure tech-
nique for authenticating users without maintaining a 
password in storage.  If the admin chooses Enterprise 
authentication, then the authentication request is 
passed to the private enterprise [3, 7] over a secure 
SSL connection.

A successful authentication and login returns a session 
handle and a secret hash key used in subsequent re-
quests to construct a signature. The hash key prevents 

a third party from acquiring a user session through a 
brute-force attack on a session handle.  A failed login 
results in an error message.

It's important to realize that the authentication process 
simply creates a user session. In essence, a successful 
login allows a user to make subsequent data requests, 
but does not guarantee that data access will be al-
lowed.  Actual data access occurs inside the enterprise 
and is subject to the security policy of the data sourc-
es.  For example, a user can authenticate successfully 
by way of Active Directory [9], but later be denied 
access to a stored procedure because he's not autho-
rized by the DBMS [8].

Enterprise Queries and Transactions

Catavolt allows an administrator to create a variety 
of data views to be presented at the client device.  In 
addition to viewing data, there is support for changing 
data by submitting transactions to the enterprise. A 
significant feature of Catavolt is its ability to generalize 
queries and transactions independent of data source 
type. Client programs have no clue as to the data source type 
or the number of data sources being accessed to present a 
view. This ability to generalize schemas is useful for creating 
narrow views of data that adhere to the security principle of 
least-privileges. Also, generalizing over multiple data sources 
is useful for creating composite applications that adhere to 
the principle of least-privileges. Composite applications are an 
advance technique in application integration.

All user interaction begins with a session handle, 
action request and request signature submitted by 
the client to Catavolt [2] over a secure SSL 
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connection.  In the course of processing an action, 
the Catavolt cloud retrieves associated user inter-
face metadata [6], submits necessary data requests 
to the gateway server over a secure SSL connec-
tion [3], and correlates response data for client de-
vices. The user interface metadata, requests sent to 
the gateway server, and correlated response data 
are formulated in terms of a conceptual schema 
defined by Catavolt.  Actual queries and transac-
tions are performed inside the enterprise and are 
subject to the security policy of the data sources.

The gateway server receives data requests in terms 
of conceptual meta data [3] void of data source 
details.  The gateway must correlate a variety of 
identifiers in order to execute a physical query 
or transaction. The gateway uses local metadata 
defined by the administrator to formulate actual 
requests with most of the processing occurring in 
the connector responsible for each data source. 
Physical queries and transactions are issued by the 
Catavolt connectors to the underlying systems [8].

Responses are constructed by reversing the re-
quest process so that data returned to the client 
programs is once again in terms of the conceptual 
schema defined by Catavolt. 

Closed Security Architecture

There are two fundamental approaches to enforc-
ing security policy: open or closed. Catavolt is 
based on a closed security policy which means all 
actions on resources are implicitly denied until au-
thorization is explicitly granted. This is made obvi-
ous at the administration console where new users 
have an empty workbench until explicit permissions 
are granted by the administrator. Each user or 
group must be granted access to data objects, and 
must be granted visibility to lists, maps, graphs, 
forms, etc.

Most importantly, Catavolt’s client programs are 
based on a closed security policy. The client pro-
grams do not use consumer-based browser tech-
nology for application rendering and navigation. 
Consumer-based browsers are highly vulnerable to 
security attacks and spoofing because they were 
created on the idea of openly navigating the world-
wide-web.  Instead, the client programs are built 
on native runtimes or sandboxed virtual machines 
programmed to only process Catavolt requests. 
The Catavolt protocol is based solely on JSON RPC 
that must be served from authorized servers using 
secure SSL connections.

Summary

The Catavolt approach to security is inherent-
ly conservative, highlighted by: the fundamental 
tenet that private enterprise data is never at rest 
outside of the private enterprise; the use of secure 
cryptographic techniques; the secure separation of 
concern in databases; the support of the least-priv-
ileges access principle; and the closed security pol-
icy that denies access unless permission is explicitly 
granted.  In spite of the conservative approach to 
security, Catavolt offers a flexible and uncompro-
mising SaaS solution for creating rich, native user 
interfaces over a variety of enterprise data sources.
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