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Death to VPN with Catavolt

What is VPN? 

A VPN, or virtual private network, is a method commonly 
used to add security and privacy to public networks, like  
the Internet while using Wi-Fi hotspots or cellular. 

They are most often used by corporations to protect  
sensitive data.

How Does VPN Work? 

All data that travels between your computer and mobile 
devices via the VPN server is securely encrypted.  
This means all of your data, e-mails, and searches are  
hidden and can’t end up in the wrong hands.

In order to gain access to a VPN, you must have a VPN service installed on your computer and mobile devices. It is 
authenticated using a unique identifier and password provided by corporate IT. These authentication tokens are  
often used for additional security to gain access to a private network through a personal identification number 
(PIN) that you must enter. 

The PIN is a unique authentication code that changes according to a specific frequency, usually every 30 seconds or 
so. VPN requires several administrative steps to achieve your corporate security goal. While VPNs are incredibly 
useful at keeping your corporate data secure, they can also be a nuisance when you’re working away from the office.

How Does Catavolt Eliminate the Need for VPN? 

With Catavolt, all enterprise data sources are already hidden behind a firewall within your IT data center. Since  
Catavolt never stores your data in a cloud or on your device, VPN is not required to use our mobile platform.  

You get secure access to your data because data is SSL encrypted by Catavolt between your data center and your  
device. In simple words, you can get the same secure access to your data with the single login that you already use 
to get into your email. 

When the old VPN-based approach to security is used, enterprise data must be painstakingly checked, validated 
and verified as it travels through insecure networks by corporate IT. 

When utilizing a closed security policy combined with a secure enterprise gateway like Catavolt, no data is ever 
exposed and therefore it does not need to be validated. The exposed enterprise data and the problems associated 
with it simply no longer exist.

Learn more at Catavolt's Resource Center

http://www.catavolt.com/resources/

